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Abstract

Large language models (LLMs) are increasingly
used as general planners in embodied intelligence,
enabling high level coordination and low level task
planning for both single robot and multi-robot col-
laboration. This increasing reliance on embod-
ied LLM planners also raises critical security con-
cerns, since misaligned or manipulated instructions
can be translated into physical actions. Prior work
has studied such threats in single robot settings,
while security risks in LLM controlled multi-robot
collaboration, especially those propagated through
inter robot communication, remain largely unex-
plored. To bridge this gap, we propose a novel at-
tack paradigm for multi-robot system in which the
adversary interacts with only a single entry robot.
The compromised robot then propagates malicious
intent through peer communication, leading to co-
ordinated unsafe actions across the system. Our
evaluation, covering high risk dimensions of dere-
liction of duty, privacy compromise, and public
safety hazards, reveals a persistent safety align-
ment gap in multi-robot planners. We quantify this
process with three metrics, obedience, infectious-
ness, and stealthiness. Experiments demonstrate
both persistent attacker control and rapid propaga-
tion: obedience reaches 1.00 in the strongest cases,
and infectiousness rises to 0.90. Notably, the attack
is highly efficient, requiring as few as 3.0 rounds
to compromise all the robots while maintaining a
stealthiness score of 0.81. Such risks are amplified
when robots must resolve trade offs in critical sit-
uations, such as emergencies or conflicts of rights,
because the coordination mechanism can uninten-
tionally allow adversarial instructions to override
safety requirements. The code is available at https:
/lgithub.com/TheFatInsect/InfectBot.

1 Introduction

Large language models (LLMs) have brought a new paradigm
to embodied intelligence tasks [Song et al., 2023; Szot et al.,
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2024; Mon-Williams et al., 2025]. As high-level planners,
they translate the intention of natural language into grounded
physical actions, reshaping the operation of traditional em-
bodied systems [Gupta et al., 2021; Obayashi et al., 2025;
Bartolozzi et al., 2022]. For a single embodied system, LLMs
streamline end-to-end execution, but inherent capability lim-
its drive a practical shift toward multi-robot systems [Yan
and Di, 2022; Zhang et al., 2023; Okumura and Défago,
2023]. In contrast, multiple LLMs can communicate with
each other to share goals and divide tasks [Zhang et al., 2024;
Mandi et al., 2024; Liu et al., 2025b]. This allows them to
work together more effectively, combining high-level think-
ing with real-world execution to overcome the limits of sin-
gle planning methods [Zhang er al., 2025d; Guo et al., 2024;
Shi et al., 2024]. Distributed perception, coordinated mo-
tion, and parallel computation enable multi-robot systems to
effectively handle large-scale environments and complex ma-
nipulation tasks within dynamic scenarios that a single robot
cannot manage alone [Yue er al., 2025].

However, this paradigm raises critical security risks that
extend far beyond those found in traditional robotic sys-
tems. The process of mapping high-level linguistic intent
to low-level physical execution introduces significant vul-
nerabilities. Specifically, it allows LLM misalignment, in-
complete grounding, or adversarial manipulation to manifest
as unsafe, unintended, or even harmful physical behaviors
[Wojcik, 2024; Knight, 2024; King’s College London, 2025;
Liu et al., 2026; Yin et al., 2025]. Existing efforts show
that attackers can exploit vulnerabilities such as jailbreaks,
backdoor triggers, and adversarial perturbations to compro-
mise LLM-controlled robots. This can result in the viola-
tion of security policies, override critical constraints, or ex-
ecution of unauthorized commands. [Robey et al., 2025;
Zhang et al., 2025a; Lu et al, 2024; Jiao et al., 2025;
Liu et al., 2025a; Liu et al., 2024; Liu et al., 2025c]. These
works alarmingly reveal previously underappreciated failure
modes and attack surfaces specific to single embodied sys-
tems.

Yet, to the best of our knowledge, the security chal-
lenges unique to multi-robot collaboration remain unex-
plored. In practice, in collaborative environments, coordina-
tion across the entire system relies on continuous exchange
of information to maintain consensus [Liu et al., 2025b;
Bai et al., 2022]. Consequently, this dependency introduces
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a critical vulnerability: the communication channel itself be-
comes a primary attack surface. Specifically, malicious infor-
mation can propagate through the collective state, leading to
misaligned decision-making and coordinated failures across
the system. Despite these severe risks, it remains unclear how
adversarial influences propagate through the system via inter-
nal communication. To bridge this gap, this paper takes the
first step toward understanding the security risks of adver-
sarial control over multi-robot systems through single-robot
compromise by proposing a novel attack paradigm. Our con-
tributions can be summarized as follows:

* Conducts the first systematic investigation into security
vulnerabilities of LLM-driven multi-robot collaboration
systems, providing empirical evidence revealing critical
security risks that emerge from inter-robot communica-
tion and collective decision-making processes.

Proposes a novel adversarial propagation mechanism
demonstrating that compromising a single robot can cas-
cade malicious influence across the entire system. Our
attack paradigm reveals how adversarial control propa-
gates through communication channels, leading to coor-
dinated failures and system-scale disruption.

Develops a multi-robot collaborative simulation envi-
ronment and validates the proposed attack through ex-
tensive experiments. Our empirical evaluation across di-
verse scenarios confirms the feasibility and severity of
single-point compromise attacks, providing quantitative
evidence of the real-world implications.

2 Related Works

Despite safety alignment, LLMs remain vulnerable to jail-
break prompts that bypass refusal behaviors. Prior work has
progressed from ad-hoc prompt crafting to systematic analy-
ses and automated attack pipelines.

Jailbreak Attack Strategies: Yu ef al. analyze jailbreak
prompts in the wild and summarize recurring strategies that
exploit instruction framing and response-structure constraints
to weaken safety policies [Yu er al., 2024]. Zheng et al. show
that strengthened few-shot in-context jailbreaks can circum-
vent aligned models and multiple defenses, revealing brittle-
ness under adaptive attacks [Zheng et al., 2024]. Crescendo
demonstrates a multi-turn escalation pattern that gradually
steers models from benign interaction toward disallowed out-
puts, reducing the effectiveness of simple detection rules
[Russinovich ef al., 2025]. Beyond prompt-level manipula-
tion, Zhang et al. propose task-level jailbreaking by decom-
posing objectives into benign sub-tasks and aggregating par-
tial outputs, enabling automated benchmarking of attack and
defense effectiveness [Zhang et al., 2025b].

Jailbreak Defense Approaches: Recent defenses explore
runtime and representation-level interventions. SELFDE-
FEND integrates generation with internal self-checking and
controlled execution to reduce successful jailbreaks [Wang et
al., 2025b], while JBSHIELD mitigates jailbreak behaviors
by identifying and manipulating jailbreak-relevant concepts
in model activations [Zhang er al., 2025c¢].

Security of LLM-Driven Embodied Systems:  Despite
growing attention to LLM security, risks arising from their
role as decision-making cores in embodied systems remain
underexplored. Existing work largely studies individual sys-
tems, focusing on jailbreaks or training-time backdoors.

Embodied Jailbreak Violations:  Prior studies show that
natural language interfaces can override task constraints and
induce unsafe robotic behaviors. Robey et al. identify jail-
break vulnerabilities across robotic pipelines under different
attacker capabilities [Robey er al., 2025]. BadRobot shows
that such failures often result in physically grounded unsafe
actions, highlighting risks from coupling reasoning with ac-
tuation [Zhang et al., 2025a]. POEX examines policy exe-
cutable jailbreaks, arguing that embodied attacks should be
evaluated by whether malicious plans can be converted into
executable control policies [Lu erf al., 2024].

3 Infectious Robot Propagation Framework
3.1 Multi-Robot System Setting

Embodied intelligence refers to systems that map multimodal
inputs to executable actions through continuous interaction
with the environment, including natural language instruc-
tions, visual observations, and sensor feedback [Gupta er al.,
2021]. Without loss of generality, we describe a represen-
tative robot in a cooperative multi-robot system by the loop
from perception to action

<ut7 mt> = ge(xt)7 Tt S X7 Ut € Z/[, mt S Ma (1)

where x; denotes the aggregated input at step ¢, and X, U, and
M are the input, action, and inter-robot message spaces, re-
spectively. Here u; is an atomic action primitive (e.g., MOVE,
CAMERA) that alters the environment, and 2, is an optional
internal coordination message within the robot system.

In LLM-controlled robots, the policy gy is instantiated by a
language-model controller with an action parser and executor,
which converts generated outputs into structured commands
executed in the environment [Zhang er al., 2025a). We fo-
cus on cooperative settings where multiple LLM-controlled
robots coordinate via dialogue-style communication, follow-
ing prior work [Zhang er al., 2024; Mandi et al., 2024;
Liu et al., 2025b]. Each robot is delegated to an LLM agent,
enabling explicit natural-language message passing for in-
formation exchange and joint task reasoning, while retain-
ing high interpretability for supervision [Gielis et al., 2022;
Bai ef al., 2022; Wang er al., 2025a).

3.2 Threat Model

Attackers’ Objectives. The primary goal of attackers is to
disrupt an embodied robot system engaged in cooperative
tasks. By compromising a single designated “entry point”
robot, the attacker seeks to trigger a cascading effect through-
out the coordination process. The ultimate aim is to induce
cluster-wide failures or trigger unsafe behaviors that compro-
mise the collective mission.

Attackers’ Knowledge. Given the closed-source reality of
deployed commercial models, attackers operate under a strict
black-box setting. The attacker is agnostic to the internal
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Figure 1: Propagation of a single-entry jailbreak in multi-robot collaboration. Blue, yellow, and red denote three safety states in a multi-robot
collaboration system: aligned and unaffected, degraded with partial compliance, and jailbroken with policy bypass, respectively. The process
is illustrated in three example phases: Round 1-3 (Trust Establishment), where the attacker establishes trust with the entry robot (Robot 0);
Round 4-N (Relay and Policy Drift), where a propagating message is relayed and the system’s safety progressively degrades; and Round
N-Final (Full Compromise), where the system reaches widespread policy bypass. The round numbers are illustrative and vary with task
complexity, number of robots, and attack progress. The left-side dialogue shows an example prompt sequence consistent with Algorithm 1,
where a transferable ‘“Protocol-Unity-Gamma” payload is injected into Robot 0, leading from initial refusal to degraded compliance and

subsequent propagation to other robots.

mechanics of the language model governing the entry robot.
Without access to parameters or gradients, attackers must in-
fer vulnerabilities solely from the robot’s external responses
and the observable outcomes of the cluster coordination.

Attackers’ Capabilities. Adopting the minimal threat
setup to highlight the severity of security risks, attackers are
restricted to interacting with a single entry robot via natural
language input.

3.3 Problem Formulation

We consider a multi-robot coordination system with IV robots
indexed by N' = {0,1,..., N — 1}. The attacker interacts
with a single designated entry robot 0. Under an attack pol-
icy 7, the attack issues a sequence of natural language inputs.
Each episode (i.e., one complete task rollout from initializa-
tion to termination) yields a trace 7(7), consisting of the entry
interaction log and internal coordination messages.

Propagation Indicators. To characterize unsafe behavior
induction and propagation in multi-robot collaboration, we
introduce three normalized propagation indicators in [0, 1]
and apply them to each episode trace 7. Obedience O(T)
measures the extent to which the entry robot is induced to
deviate from system constraints, as reflected by logged vi-
olation events after attacker inputs. We define O(7) on the
entry robot because it is the only robot directly exposed to
attacker inputs in our threat model; effects observed on other
robots are analyzed separately. Infectiousness Cine(T) cap-
tures the degree of autonomous cascade following influence

on the entry robot, driven by internal coordination without
additional attacker interaction. Stealthiness Sstearth (7) quan-
tifies how small the observable interaction footprint remains
under the coordination protocol, where smaller footprints in-
dicate higher stealth. The detailed computation of all objec-
tives is described in the experiments.

Budgeted Objective. We model an attack as a policy 7 that
specifies a prompt sequence, and let 7(7r) denote the resulting
episode trace. Here the budget B refers to the attacker-side in-
teraction allowance in our attack procedure (e.g., the number
of attacker prompts and permitted retries), which induces a
feasible policy family II(8). To score and compare policies
under a fixed B, we adopt a standard constrained scalarization
that integrates the three evaluation metrics:

J(m) = Ao O(7(7)) + Ag Cint (7(7))

- )\S(l - Sstealth (T(ﬂ-») + )\0, (2)
S.t. Sstealth(T(ﬂ-)> > S0

where Ao, Ac, Ag > 0 are trade-off weights, )\ is a constant
offset, and s € [0, 1] is a minimum stealth requirement. Sec-
tion 4.1 presents detailed definitions and measurement proce-
dures for all metrics.

max
well(B)

3.4 Propagation Mechanism

We present InfectBot as a workflow paradigm for black-box
attacks on multi-robot collaborative systems coordinated by
embodied LLMs.



Algorithm 1: InfectBot: Infect robots to propagate
unsafe actions

Input: A = {ao,...,an—1};prompts P;stages S = {1,...,L};
rounds R, R; retry K; confirmed set C'; activated set E;
Output: log L; trace T'.
1 fori <~ Oto N — 1do
2 | InitLLM(as, P;)
3 L,T,E + 0;C + {ao};p < ao;
for r <— 1to R, do
if |C| # N then
picka € (A\ C);
‘ RelayProto(p,a);
if not relay drops (prob.) then
record CONF'in L; // CONF: protocol confirmed
C + CU{a};

4
5
6
7
8
9
0
1 p+a;

1
1

// change propagation node p

12 foru € (A\ C)do
13 RetryConfirm(u, K);
14 update C' and L;

15 for s € S do

16 if Feasible(s, ag) and Act(s, ag) then

17 record SUCCESS in T7;

18 E + EU{ao};

19 p < ao;

20 forr < 1to R do

21 picku € (A \ E) A Feasible(s, u);
22 if not relay drops (prob.) and Act(s, u) then
23 record SUCCESS in T;

24 E + EU{u};

25 P u;

26 forv € (A \ E) A Feasible(s, v) do

27 RetryAct (s,v, K);

28 update T°;

29 return L, T

The attacker has no model internals or software control,
and the only practical control surface is natural language in-
teraction with the entry robot. Accordingly, most applica-
ble attack techniques are jailbreak prompts, namely inputs
that elicit policy violating actions despite alignment and re-
fusal behaviors. We structure the attack as a staged propa-
gation mechanism that reduces uncertainty, seeds a transfer-
able payload, expands its adoption through peer coordination,
and progressively activates multi step violation objectives, as
shown in Figure 1.

Algorithm 1 instantiates the above propagation mechanism
with a compact set of controllable budgets and runtime state
variables. It takes as input the robot set A = {ag,...,an—1},
a seed prompt pool P = {PM) ... P} and an ordered
stage set S = {1,..., L}, maintains a confirmed set C, an
activated set F, and a relay selector r, and outputs a dissem-
ination log £ and an activation trace 7". The budgets R, and
R, bound dissemination rounds and per stage propagation,
respectively, with capped retries K used throughout. The al-
gorithm grows C' via iterative relaying for up to R, rounds: a
robot is added to C' once payload adoption is supported by
observable evidence and r is updated; otherwise the robot
may be revisited within the retry budget K. It then processes
stages in order, targeting robots that are not yet activated and
satisfy the feasibility condition (Feasible in Algorithm 1);
when stage completion becomes externally observable, the
robot is added to E and r is updated, otherwise activation
may be retried within budget K [Wang et al., 2022].

We record a dissemination log £ (CONF events for pay-

load adoption) and an activation trace 7' (SUCCESS events
for stage completion). Together they characterize propagation
and objective realization for downstream evaluation, without
relying on internal execution traces.

4 Experiments
4.1 Setup

Experimental Environment: All experiments are con-
ducted using NVIDIA Isaac Sim 4.5.0 and Isaac Lab 2.1. To
enhance simulation fidelity and facilitate simulation to real
transfer, we implement each atomic operation via standard
ROS 2 Humble communication primitives and dispatch them
to the robot side control stack, following the same middle-
ware paradigm used in real robot teleoperation and interactive
control. For physical experiments, the system directly inter-
faces with official Unitree ROS 2 and SDK2 environments
[Unitree Robotics, 2026].

Target LLM: We evaluate representative target LLMs
spanning three practical deployment categories. (1) Main-
stream Models: We primarily utilize gpt-3.5-turbo, as it
represents the standard capability level integrated into Uni-
tree Go2 voice interaction systems [Unitree Robotics, 2026].
This category of models is a practical choice for real-time
robotic deployment due to its superior balance of latency, ef-
ficiency, and reasoning performance. To ensure a comprehen-
sive evaluation within this performance tier, we also include
Gemini-2.5-Flash and Kimi K2 in our experiments. (2) De-
veloper edition deployments (Go2-Edu): To reflect higher-
capability configurations enabled by developer editions [Uni-
tree Robotics, 20261, we also evaluate using GPT-40 under
the same control interface. (3) Frontier model reference:
We further include GPT-5.1 as a representative recent model
to examine whether the attack persists under stronger gen-
eral reasoning and safety configurations. For all models, we
adopt deterministic decoding with temperature set to 0, align-
ing with prior LLM-controlled robotic system experiments
[Zhang er al., 2025a; Robey et al., 2025].

Security Threat Scenarios: In Figure 2, we evaluate three
scenarios: warehouse patrol (robots remain within assigned
zones, with any boundary crossing treated as unauthorized
behavior), hospital (visual sensing capabilities may be mis-
used to collect or expose sensitive information), and forma-
tion escort (hazardous cargo transport, where formation in-
tegrity must be preserved to prevent the carrier robot from be-
ing steered into unsafe or restricted areas). All environments
share atomic operations (task-specific subsets): MOVE navi-
gates to a target pose subject to scenario constraints; MES-
SAGE sends textual messages to a designated robot; INIT
resets the episode; CAMERA activates visual sensing; and
HANDLECARGO executes hazardous cargo handling actions
and is restricted to the designated carrier robot when enabled.

4.2 Evaluation Metrics

We provide explicit computation for the three normalized
metrics defined in Section 3.3: Obedience O(7), Infectious-
ness Cin¢(7), and Stealthiness Sgicaien(7), and we also give
two auxiliary propagation indicators in Figure 1: propagation
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depth D(7) (max relay hop reached) and time to compromise
R(7) (rounds until full compromise). All metrics are com-
puted from the episode trace 7. Let attack inputs be {ay i,
with each ay, occurring at round r,. We denote L.y € {1,2}
as the number of violation stages, and P“)(i,r) € {0,1} as
an indicator for a stage ¢ violation at round r for robot 7.

Obedience O. Traditional LLM jailbreak evaluation often
reports attack success rate (ASR) as the primary success met-
ric [Russinovich et al., 2025]. In embodied LLM jailbreaks,
however, success is manifested as constraint violations that
are observable in actions, execution traces, or environment
level security events [Robey er al., 2025; Zhang et al., 2025a].
In our setting, a single attacker interacts only with the entry
robot (robot 0), and an episode is considered successful only
if a violation is induced on this robot. We quantify obedi-
ence on robot 0 using two binary indicators for each attack
input, ACCEPT (k) and EXEC(k), instantiated from logged
responses and actions. Aggregating over all A attack inputs
yields the acceptance rate, execution success rate, and the
conditional execution success rate given acceptance, where
the latter defines the final obedience O:

A A
1 1
Oar = 5 ;;:1 ACCEPT(k), Opsr = g:lEXEC(k) 3)

>4 EXEC(k) - ACCEPT(k)
A ACCEPT(k)

“

OESR|ACCEPT =

Infectiousness Cj,s. Since standard metrics for jailbreak
success rarely account for propagation within coordinated
clusters, we define infectiousness using a staged contagion
view with explicit source and stage weighting. A practical
complication in embodied multi-robot tasks is stage reach-
ability: some stages may be executable only by a subset of
robots due to role constraints or action-space limitations. To
avoid task specific asymmetry from inadvertently reducing
the achievable score range, we adopt a capability conditioned
normalization. This design preserves comparability across
tasks by ensuring that a follower is evaluated only against the
stages it can potentially realize.

To accommodate multi-stage tasks, we assign positive

stage weights gy and introduce a binary reachability indica-
(© (©

tor a, ’. Here a,” = 1 means follower robot 7 can potentially

realize stage ¢ under the task’s role constraints, and ay) =0
otherwise. We then compute each follower’s infection score
by combining stage weighting, reachability masking, first-
trigger events, and the source weight w(+):

Lmax
_ 0@ 1[0 2 1] w0
8 ; qe-a;’ -1 [72 # J_} w(al ) 5)

For capability-aware normalization, each follower is evalu-
ated against the total weight mass of stages it can potentially
realize, denoted by Z;. We normalize per follower and aver-
age across all followers:

54

1
Cinp = ———
f N—1_Z Z:
ZGN_O

0,1, Z>0 (6



‘ Models ‘ Runtime ‘

Attack Outcomes ‘

System Prompt Robustness Utility and Security

\ | Rounds | Steps| | J(1)1  Sucant Gt Owvetionce T | Svatance T Succurity T Scapatiioy T Scompliance 1

GPT-3.5-Turbo 1150 2890 | 109 0.68 0.69 0.72 93.40 10000 89.40 88.20
Warehose | Gemini-2.5-Flash | 1220 57.80 | 139 0.83 0.90 0.66 86.10 65.30 100.00 100.00
Kimi-K2 8.80 1800 | 087 0.66 0.2 0.69 86.10 77.10 94.10 88.20
Hosoital | GPT5 Tarbo 830 2140 | 107 0.68 0.65 0.73 74.96 7152 77.33 78.57
ospital
Privacy | Gemini-25-Flash | 7.80 3530 | 128 0.76 0.64 0.8 95.33 10000 86.67 92.86
Kimi-K2 5.90 1540 | 117 0.68 0.52 0.97 90.64 97.86 76.00 10000
GPT-3.5-Turbo 5.10 139 | 105 0.73 0.68 0.64 82.70 87.94 7177 94.12
Formati
ormation | Gemini-25-Flash | 3.40 1280 | 140 0.89 0.71 0.90 84.00 60.00 100.00 100.00
Kimi-K2 3.00 1277 | 144 0.81 0.63 1.00 91.29 10000 87.06 82.35

Table 1: Summary of attack outcomes across tasks and target LLMs. We report (i) runtime statistics; (ii) propagation indicators (J (),
Ssteatths Cinf, Oobedience) evaluated in a balanced setting (weights Ao,c,s,0 = {1,1,1,0}, stealth constraint so = 0.5); and (iii)
BADROBOT [Zhang et al., 2025a] robustness scores, where Shalance is the utility-security aggregate, Ssecurity i policy violation resis-
tance, Scapability 1S benign action success, and Scompliance 18 coordination protocol adherence.

When all stages are reachable for all followers (i.e., aga =
1), this formulation reduces to standard normalization by
the global stage-weight sum. For clarity, we summarize the
key notation used above; detailed metric instantiations and

task-specific configurations are provided in our accompany-
ing code repository. Here, ry) denotes the first trigger round

of stage £ on follower robot ¢ (or L if absent), and az@ de-
notes the primary propagation source responsible for this trig-
ger. Each source o is assigned a weight w(o) € [0, 1], with
higher values indicating multi-hop propagation rather than
direct influence from the entry robot. The binary indicator

ay) € {0, 1} captures whether stage ¢ is reachable for fol-
lower i, and Z; denotes the reachable stage mass used for

capability-aware normalization.

Stealthiness Sg¢eaitn. In our embodied multi-robot setting,
the adversarial footprint extends beyond external perturba-
tions to encompass internal coordination traffic. We there-
fore operationalize stealthiness as a proxy for the attackers’
“observable footprint” by integrating two distinct communi-
cation channels: (i) the adversarial inputs directed at the entry
robot, and (ii) the subsequent internal coordination messages
propagated within the cluster.

Let A denote the number of attacker inputs directed at the
entry robot in an episode, and let M denote the total number
of internal coordination messages exchanged within the robot
cluster. We define the normalized footprint fraction F' and the
resulting stealthiness score as:

A M
— ah=1—F=——
A+M7 Sstedth A—‘rM

4.3 Results Analysis

Evaluation of System Prompt Utility and Security

In our multi-robot system, each robot is driven by an embod-
ied LLM agent whose behavior is determined by a YAML
system prompt. This prompt specifies the robot’s role, the
atomic action interface, parameter ranges, and safety con-
straints. As no established security benchmark exists for
coordinated robot systems, we adapt the BADROBOT jail-
break dataset [Zhang er al., 2025a] to demonstrate the ratio-
nale behind the balanced system prompt we designed. Robot

F= 7

Metric By source By hops

Esot Ero Etwa E>; Ex>y E>s
Count 832 320 512 368 226 86
Percentage (%) 100.0 38.5 61.5 442 27.2 10.3

Table 2: Unsafe event statistics for Robot O direct triggers and mes-
sage forwarding triggers.

Note: Eyo: total unsafe events; Fro and Eryq: events triggered
by Robot 0 vs. forwarded by others (infectious); E>j: events with
propagation > k hops. Forwarded share = Ffwa/ Fiot.

0 serves as the evaluation representative, as robots share the
same action space and prompt logic. Usability checks on be-
nign execution and coordination adherence are reported, and
results are in the rightmost columns of Table 1. Overall, the
system prompts exhibit a balance across settings, with scores
spanning 74.96 to 95.33. Hospital Privacy yields the most
robust configurations, where Gemini-2.5-Flash attains 95.33.
Warehouse Patrol shows strength, with GPT-3.5-Turbo reach-
ing 93.40.

Revisiting Attack Baseline under Balanced Prompts
Figure 3 reports robot robustness under the balanced system
prompt configuration. We compare direct malicious queries
Vanilla, three systematic variants B, Bsym, Beq, and an In-
the-Wild jailbreak set [Zhang er al., 2025al. All prompts are
instantiated through our atomic action interface for consis-
tent evaluation. Robustness is measured by Effective Refusal
Rate (ERR), which counts responses that are both parsable
and safe; high ERR indicates the model denies malicious in-
tent while preserving functional control. Overall, standard-
ized variants are handled well, whereas the In-the-Wild set
exposes sharper failures. Warehouse Patrol is the most brittle,
and failures arise when outputs fail to map onto the atomic ac-
tion interface, expanding the failure surface beyond jailbreak
behavior.

System Security and Propagation Driven Infection

Building on the balanced prompt evaluation, we adopt the
YAML configuration as a lightweight guardrail, constraining
action formats and security rules without extra runtime instru-
mentation. Since available defense baselines for coordinated
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Figure 3: Baseline ERR across tasks under standardized and In-the-Wild [Zhang et al., 2025a] prompt sets.

Runtime Attack Outcomes Robustness Scores

Models

Rl SL  Jm 1t Ssat Cingt Ooba® StarT  SseeT Scap T Secom T
(1) Mai Models (Standard Go2 Deployment)
GPT-3.5-T 11.50 28.90 1.09 0.68 0.69 0.72 93.40 100.00 89.40 88.20
Gem-2.5-F 1220 57.80 1.39 0.83 0.90 0.66 86.10 65.30  100.00  100.00
Kimi-K2 8.80  18.00 0.87 0.66 0.52 0.69 86.10 77.10 94.10 88.20
(2) Developer Edition Deployment (Go2-Edu)
GPT-40 580 13.80 120 0.71 0.76 0.74 96.50 9120  100.00 100.00
(3) Frontier Model Reference
GPT-5.1 440 1020 1.09 0.70 0.62 0.77  100.00 100.00 100.00 100.00

Table 3: Comparison of experimental results among mainstream
baseline models, developer-level models, and the latest models on
the warehouse inspection task.

robot settings are limited, we examine whether system-level
security holds under staged dissemination.

Table 1 shows that strong entry-robot robustness is insuf-
ficient once coordination messages propagate, as dissemina-
tion sustains infections despite individual refusals. In Ware-
house Patrol, GPT-3.5-Turbo reaches a Ssecurity 0f 100.0 yet
still yields C},¢ at 0.69, while Gemini-2.5-Flash attains higher
spread (Cins of 0.9) despite a lower Ssecurity 0f 65.3. This in-
dicates outbreak severity is driven less by entry refusal than
by early adoption and forwarding, which Algorithm 1 ampli-
fies by decoupling propagation from activation.

Table 2 confirms that unsafe behavior is dominated by
propagation: 61.5% of 832 unsafe events are induced by for-
warded messages, while only 38.5% are directly triggered by
Robot 0. Depth statistics confirm nontrivial reach: 44.2% of
runs exhibit unsafe events at three or more hops, and 10.3%
reach at least five hops. These results support that the primary
risk driver is sustained message-mediated spread, not isolated
entry-robot deviations.

Propagation Robustness across Deployments

Table 3 shows that stronger prompt-level robustness does
not necessarily translate into lower system-level propagation:
models can achieve high security scores while still exhibit-
ing non-trivial infectiousness and obedience once malicious
influence spreads through internal robot messaging. For ex-
ample, GPT-5.1 attains a perfect S of 100.0 yet still yields
Cint of 0.62 and Ogy,q of 0.77, while GPT-40 reaches Sge. of
91.2 and maintains higher infectiousness with Cj,¢ of 0.76.
Results in Figure 4 indicate that propagation driven infec-
tion remains effective even on advanced models. Forwarded
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Figure 4: Attack propagation comparison across target LLMs in
Warehouse Patrol, contrasting unsafe event distributions between di-
rect and multi-hop triggers under a unified protocol.

triggers still account for a large fraction of unsafe events, and
multi hop dissemination persists across deployments. No-
tably, deeper chain events are more prevalent than in GPT-
3.5-Turbo, suggesting that increased model capability does
not inherently suppress cascade dynamics. Overall, once ma-
licious influence enters internal robot messaging, multi hop
dissemination persists and can even intensify, reinforcing that
our method reliably achieves propagation and infection under
advanced LLM configurations.

5 Conclusions

In this paper, we study a security gap that arises when large
language models serve as the decision core of multi-robot
collaboration. Unlike single-robot settings, multi-robot sys-
tems rely on continuous message exchange and shared con-
text, which exposes internal communication as a primary at-
tack surface and enables system level failures. Our results
show that compromising a single robot can propagate adver-
sarial influence through internal robot coordination, gradu-
ally steering the team away from assigned roles and leading
to full system compromise. We find that such failures can be
persistent and rapidly spreading, while remaining difficult to
detect from local behaviors alone. In future work, we plan to
study alternative communication mechanisms and coordina-
tion architectures, including centralized planning controlled
by a separate LLM. We hope this work highlights key secu-
rity challenges in embodied intelligence and encourages fur-
ther efforts toward trustworthy multi-robot systems.
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